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Signal



But first...



Ground rules:

> Recognize we are all in different places

> Ground conversation in personal experience 
rather than theory or technology

> What is personal stays in the room, no bringing 
of names outside workshop

> What else?



Q1.

How do we communicate 
information?

List your messaging and email 
strategies with your partner.



Q2.

What are you worried about?



Q3.

What is the likelihood
it will happen?



Q4.

What are the consequences
if it does?



Q5.

How much trouble are you 
willing to go through to 
prevent it?



Why Signal?

> Cross-platform on iOS or Android (unlike iMessage)
> End-to-end encrypted by default (unlike Telegram or FB)
> Messages are hidden from the provider (unlike Skype)
> Code is open and available for review (unlike Whatsapp)
> Security design is properly documented (unlike Viber)
> Settings to automatically clear chat logs (unlike Allo)
> Silo’d from other data about you (unlike Google)
> Funded by donations and grants (unlike all of the above)
> ...all while remaining free!

Read more: https://www.eff.org/secure-messaging-scorecard



Is Signal right for you?

> Requires smartphone with iOS or Android
> Your identity will be connected to your phone number
> Easy to install/use, but some diligence suggested
> Current desktop version in beta (we’ve encountered bugs)
> Are the people you want to talk to willing to use it, 
  a.k.a. network effect?























































Next steps:

> Use your phone’s lock screen with a secure passcode
  (current infosec consensus: no fingerprint, 6-digits)
> Consider encrypting your phone (automatic for iOS
  but requires additional steps on Android)
> Explore other features: group chat, disappearing messages, 
  voice and video calls, verify with safety numbers, et al.
> Install desktop version (Chrome browser required)
> Watch for Signal in the news



Further reading:
> Micah Lee, “Cybersecurity for the People,”
  The Intercept, published May 1, 2017
  https://interc.pt/2qljHrc
> EFF, “Surveillance Self Defense,”
  https://ssd.eff.org/en
> Open Whisper Systems Blog
  https://whispersystems.org/blog

Connect with README:
http://uclareadme.wordpress.com
uclareadme@riseup.net
#UCLAREADME on Twitter


